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Web Server:
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terprise Installation)

Iltem

Required

Recommended

Notes

Server hardware

Desktop computer

Server-class computer from a
reputable server manufacturer

A server-class computer provides greater reliability and better
support from the manufacturer.

Operating system

- Windows 2003 Server
- Windows XP Professional

Windows 2003 Server

1) Internet Information Services (IIS) must be installed.

2) Windows 2003 Server provides additional management
features and support for more security and hardware options.

3) Windows operating system must be installed using United
States regional default settings.

Processor

Pentium 4, 1 GHz

Dual 2+ GHz

A faster processor will increase performance, especially when
running reports.

RAM

512 MB SDRAM

1 GB SDRAM

ACS strongly recommends purchasing additional RAM as a low-
cost way to improve performance.

Server usage

Server is used for Study Manager
and other applications

Server is dedicated exclusively
to Study Manager

A server that is dedicated to Study Manager can improve
performance and reduce problems caused by other applications.

Hard drive space

300 MB free

- 1+ GB free
- RAID controller

Hard drive /
controller

ATA drive / controller

SCSI or SATA RAID array

A RAID array will increase performance and redundancy,
depending on the RAID level selected.

Network card

10/100 Mbps network card

100 Mbps or 1 Gbps network
card

A faster LAN connection can improve performance when many
LAN users connect to the Web server at one time.
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Web Server (continued):

Item Required

Recommended

Notes

Internet connection Not required (see notes)

- 256+ Kbps broadband
connection

- A static IP address

1) A broadband Internet connection and static IP address are
required only if you will connect remote users who are not on
your LAN.

2) Internet connections faster than 256 Kbps will improve
performance with multiple users.

Database Server:

Item Required

Recommended

Notes

Separate server not required —
Server hardware the Web server can also function
as the database server

A server-class computer that is
separate from the Web server

1) A separate database server will increase security and allow
better analysis and troubleshooting of server performance.

2) Separating the database and Web servers allows you to
maximize the performance you receive for your IT dollars.

Operating system

- Windows 2000 Server
- Windows 2003 Server

Windows 2003 Server

1) Windows 2003 Server is recommended for increased
performance and manageability.

2) System date format must be set to month/day/year.

Processor Pentium 4, 1GHz

Dual 2+ GHz

A faster processor will increase performance, especially when
running reports.

RAM 1 GB SDRAM

2 GB SDRAM

ACS strongly recommends purchasing additional RAM as a low-
cost way to improve performance.

SQL Server software | SQL Server 2000

SQL Server 2000

1) Study Manager requires SQL Server authentication, and the
Study Manager SQL Server user must be the database DBO.

2) SQL 2005 is unsupported at this time. Contact ACS for more
information about SQL 2005 considerations.

Server usage

Server is used for Study Manager
and other applications

Server is dedicated exclusively
to Study Manager

A server that is dedicated to Study Manager can improve
performance and reduce problems caused by other applications.

Hard drive space 1GB free

10+ GB free

Initial disk usage will be minimal, but will grow over time.

Hard drive /
controller

ATA drive / controller

SCSI or SATA RAID array

A RAID array will increase performance and redundancy,
depending on the RAID level selected.
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Database Server (continued):

Item

Required

Recommended

Notes

Network card

10/100 Mbps network card

100 Mbps or 1 Gbps network
card

A faster LAN connection between the Web server and database
server can improve performance.

Client Workstations:

Item Required Recommended Notes
Windows XP is better supported by Microsoft for security updates.
Windows 2000, Windows XP, Older OS versions like Windows 98, Windows NT, Windows ME,
Operating system Windows 98, Windows NT, or Windows XP and Windows 2000 do not provide the same level of security and

Windows ME

reliability. However, these older OS versions can run Study
Manager.

Web browser

Internet Explorer 5.5 or greater

Internet Explorer 6 sp2

PDF Reader

Adobe Acrobat Reader

Adobe Acrobat Reader 6.0

Processor / RAM

Pentium 11/ 128 MB

Pentium 11l or IV, 500+ MHz /
256 MB RAM

Client workstations will see some performance increase with a
faster processor and more RAM.

Monitor / video card

15+ inch monitor running at
1024x768 screen resolution

Same as required

Study Manager is designed to run with Windows Font Size set to
Normal. Study Manager may not display information properly on
monitors with Large Fonts enabled.

No additional hard drive space is required beyond that needed for

Hard drive space N/A N/A Windows and Internet Explorer.
Broadband Internet connections such as DSL, cable modem, T1,
and frame relay can significantly enhance performance and are
i highly recommended.
Internet connection 128 Kbps 256Kbps

(for remote users)

It is possible to use Study Manager Web Edition over a 56Kb/sec
dial-up modem, but performance will be severely degraded. ACS
does not recommend or support connecting via dial-up.

Network card
(for LAN users)

10/100 Mbps network card

Same as required
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Web Server Network Requirements:

Item Required Recommended Notes
Protocols for SQL Encryption can be enabled via SSL libraries if required. See
Server TCP/IP port 1433 Q276553 & Q316898.

Protocols for clients

TCP/IP port 80

TCP/IP ports 80, 443(SSL).
(Other ports can be configured
as needed.)

For SSL, Certificates are required and are normally provided by

the customer.

Network connection
for SQL Server

100Mb/s Ethernet w/ average
latencies below 2ms

100/1000 Mb/s Ethernet,
Switched

To achieve the highest performance, firewalls are generally not

recommended between the SQL server and Web server.

Network connection
for clients

10 Mb/s Ethernet w/ average
latencies below 300ms

100/1000 Mb/s Ethernet,
Switched w/ average latencies
below 100ms

Firewall between
web server and
clients

Strongly recommended.

Proxy server
between web server
and clients

May need to create proxy
exceptions for Study Manager.
Otherwise, it's supported.

SSL Concentrators
& Web Load
Balancers

Can be supported. Ability to
lock session to single server is
required.

Windows Load
Balancing

Session State Service is
required. TCP/IP port is
configurable. Configuration
dependent on customer
uptime requirements.
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SQL Server Network Requirements:

Item Required Recommended Notes

Protocols for Web

Server TCP/IP port 1433

Network connection | 100Mb/s Ethernet w/ average 100/1000 Mb/s Ethernet, To achieve the highest performance, firewalls are generally not
for Web Server latencies below 2ms Switched recommended between the SQL server and Web server.

Security and Backup:

When hosting Study Manager Web Edition, you are responsible for maintaining the security of your system. Advanced Clinical Software strongly recommends that
you implement system security measures, including a firewall, intrusion detection, anti-virus software, and the routine installation of all Windows, Internet
Information Services (1IS), SQL Server, and virus protection updates as soon as they become available. In addition, if Study Manager is made available to users
outside your local-area network (LAN), ACS strongly recommends the use of a Virtual Private Network (VPN) or 128-bit SSL certificate. If you are unsure about
system security, please contact a system security consultant or call ACS for more information.

You are also responsible for making periodic backups of your Study Manager database and for storing your data off-site for disaster recovery purposes. If you
would like a referral to a backup service provider, please contact ACS.

If you have questions regarding any of this informa tion, please call ACS at (206) 728-0313.
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